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Niels Malotaux is an independent Project Coach and expert in optimizing project performance. He has
some 40 years of experience in designing electronic and software systems, at Delft University, in the Dutch
Army, at Philips Electronics and 20 years leading a systems design company. Since 1998 he has devoted his
expertise to helping projects and organizations to deliver Quality On Time: delivering what the customer
needs, when they need it, to enable customer success. To this effect, Niels developed an approach for
effectively teaching Evolutionary Project Management (Evo) Methods, Requirements Engineering, Review
and Inspection techniques, as well as Reliable Embedded Systems Design and how to achieve Zero Defects
for the customer. Since 2001, he has taught and coached well over 400 projects in 40+ organizations in the
Netherlands, Belgium, China, Germany, Ireland, India, Israel, Japan, Poland, Romania, Serbia, South Africa,
the UK and the US, which has led to a wealth of experience in which approaches work better and which
work less well in practice.

Niels puts development teams on the Quality On Time track and coaches them to stay there and deliver
their quality systems on time, without overtime, without the need for excuses. Practical methods are
developed, used, taught and continually optimized for:

« Evolutionary Project Management (Evo)

* Requirements Engineering and Management

» Reviews and Inspections

« Zero Defects delivery

Within a few weeks of turning a development project into an Evo project, the team has control and can tell
the customer when the required features will all be done, or which features will be done at a certain date.
Niels enjoys greatly the moments of enlightenment experienced by his clients when they find out that they
can do it, that they are really in control, for the first time in their lives.

N R Malotaux

Consultancy

Niels Malotaux Zum Anspel 5
project coach 59964 Didinghausen
Germany
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mob +31-655 753 604
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Niels Malotaux

Project and Organizational Coach

Helping projects and organizations to quickly become
+ More effective - doingthe right things better
+ More efficient - doingtheright things better in less time
+ Predictable - delivering as needed

Getting projects back on track

[ §

X
Helping with Architecture/Design/Review e{\
of electronics/firmware/software eﬁ\
Project types (\B%
electronic products, firmware, software, N\a
space, railway, telecom, \'\'
industrial control, parking system ?\esu
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' T
Ultimate Goal of a What We Do _ n'\:t‘me
(for our salary) Q\Ua\i‘ty O

Delivering the Right Resultat the Right Time,
wasting as little time as possible (= efficiently)
* Providing the customer with
* what he needs
+ at the time he needs it
* to be satisfied
* to be more successful than he was without it
* Constrained by (win - win)
* what the customer can afford
* what we mutually beneficially and satisfactorily can deliver
i * ina reascnable pericd of time )

::'IE E Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE k] :
' it
» Plan-Do-Check-Act Evolutionary Project Management

* The powerful ingredient for success alements {E\;D} —TomGilb

* Business Case
* Why we zre going to improve what  sp'tY

* Requirements Engineering _What i
* What we are going toimprove and whet not | -,r:L.;\Hﬁ." Aone
8 How much we will improve: guentification . P.J;e“"e

+ Architecture and Design o ety
. 5 i i compromise for the conflicting reguirements (_hed"ai-' e

Early Review & Inspection . st
*  Measuring guality while dein irning to prevent doing thewrong things
(e Weekly TaskCycle . \ b

* Short term planning Eﬁ'\d:;?:”e Ao Evo Project Plannlng - 2dded

* Dptimizing estimation b
* Promising what we can achieve
* Lliving up toour promises .“
. . i &
» Bi-weekly DeliveryCycle pifed e a0
* Optimizing the reguirements znd checking the assumptions ot it
* Soliciting feedback by delivering Real Results to esgerly waiting Stakeholders__ an

* TimeLine hawf‘-"-"'haﬁl‘. We
* Cetting and keeping control of Time: Predicting the future W it W Ijl
* Feeding program/portfolic/resource management an ot i |
. et o,
W sE WAl anan, - 515 T vt - gt rsiicnnel, e i i, it - 5 oo - €00 b i 4
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Is there a Quality On Time problem?

Is there a problem?

+ Do your projects produce the Right Results?

* Do your projects deliver the Right Results at the Right Time ?

Could the quality of the documentsbe a cause?

¥ 5E Wt nan - 58 Tras cng - Ot islned ol ot s o e it - [ B e - 2000 it 2a0rE S ]

Whois who?

* Systems Engineer?
* Architect?

o OA7

¢ Project Manager?
¢ Product Owner ?
* Scrum Master?

s Developer?

* Customer?

* Manager?

+ Consultant?

s Copach?

Y SE-TF Mhadicrtanan - 55 Traipireg - gl dhui ETRnt e o] ienipaincdion'es - E by 002 by 2048

Booklets:
www.malotaux.nl/?id=booklets



Malotaux - SE-Training - October 2018
Niels Malotaux

Optimizing the Effectiveness of Reviews and Inspections

i

Schedule, we’lltry to keep @

8 June
g:00~10:45 1:45
break 015
11:00~12:45 1:45
lunch 1:00
13:45~15:15 1:30
break 0:15
15:30~17:00 1:30

Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088

i

Preparation - bring with you:

Copies of one or two pages of a document for everyone
» Preferably some reguirements document
+ Preferably being used in your current project
* Perhaps even already reviewed your usual way
Also bring these pages electronically
thenwe can show it to all (if allowed), to discuss what you have been
reviewing
It's much more educational if you exercise on your own
real actual document

Warning: After the Inspection you may decide to discard

the document as unacceptable !
(better to know than being ignorant)

Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088
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Who is regularly doing Reviews and/or Inspections?

Mt anan - 55 Trad vireg - Ol row'eg, i E R s et - £ b - €500 b 2 3

Baseline: Let's check your document

» Take one page

* How much time shallwe spend?

* What did you find ?

Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 i
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i

Let’s use some Rules ref Tom Gilb

* Unambiguous
Every word and phrase should be unambigucus
to all potential intended readers

s Clearto test
Every word and phrase should be clear encugh to allow cbjective test

» Quantified quality
All qualities (things we want to improve) shall be expressed
guantitatively (elementof unambiguousness)

s No designin requirements
Objectives shall not be expressed in terms of solutions

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE "

i

Quantification: Tom Gilb quote

* The fact that we can set numeric objectives, and track
them, is powerful; but in fact it is not the main point

* The main purpose of quantification is to force us
to think deeply, and debate exactly, what we mean

* 5o thatothers, later, cannot fail to understand us

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 12
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No Design in the requirements, but ...

- ] 5elected solution:
Requirements ) thisis how we are going to do it

Meeds:
what dowe need

Options:
how canwe doit

Reguirements

Requirement: What the acquirer cares about: ‘how good it should be’
Design: set of decisions made by development: ‘how to be good'

Design provides the Requirements forthe next level

L+ A
Y or Mhadcrtinan -5 £ Trai g - Onptvsbieg o Eht i o] e - £ o - €301 by 0k 13
-
Let's wse sorme Rules ref Tam Cilh
' .
Let's check again
* Linambiguous
Dvery word snd phrae thould be unambiguous
to 8l potential intended resdert
= Clear to test
Every word snd phrese should be diear encugh to allow objective test
= Quantified quality
All gpanlties {goeod things we want o improve] shall be expressed
SrusnTitatively
» Mo design in requirerments
Objectives thall ot be expretied i termd of solutior
» Take the same page
# Usethese Rules
* What did you find ?
v."lr & -
W SE-TF Mhadicrtanan - 56 T - Oyl i Efknt e v ool ierpmiciores - Ebaoen. (6 ok 20k 14
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Verification - Validation

* Verification - you built the thing right

Checking the implementation against
the requirements and the selected sclution

+ Validation - you built the right thing

Checking the implementation against
what the requirementsshould have been

» Better makesure the requirementsareright

Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el 5

Phil CTDSbY (Quality is Free)

* We meet the agreed requirements
but ...

* Have the requirements changedto
what we and the customer really need

* We create requirements with care and
we meet them with care

W SE-T St - S5 v g - O e i £t s et i 't - M o O i e 4
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What do you review ?

Wish specification  Thank you, nice input, to be taken seriously

Contract Thisis what I'll take you to court with
Business Case Why are we doing it

Requirements Whatthe project agrees to satisfy
Design Selecting the ‘optimum’ compromise
Designlog How we arrived at this decision
Specification Thisis how we are going to implement it
Implementation Models, schematics, plans, procedures,

hardware, software, documentation, training

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE "3

Are all of your documents always reviewed?

If your product is tested (V&V), how do you know it's
correct? (testing hardly proves anything)

Reviews are for
» aarly detection
» quick learning
* prevention
Design reviews
» verify that the product will always work

Without proper education, reviews are not very effective

Inspections are a special kind of review

«F

Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el a
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Do you ever make a mistake?
* People make mistakes
* We are people
If we think we are done
there are still defects
p

Inevitable consequence

[ People make mistzkes
- ~
If we do something, So, when to solve

we introduce problems the prnblem??
[ We are people X ) Immediztely after

mzking the mistzke,
-~ - = or, much better:
Repair of problems costs by preventing mistskes
exponentizlly more _
if found later

Wil -5 8 Traireg - Ot ireslred i TR e ot - E oo - 00 b S
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Checking immediately after (ETVX)

Arewe already doing this?

Even better: checking during workproduct generation
We know that errors are being made

Why wait until all defects are injected 7

¥ SE Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 13
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Testing (V&V) should be checking that it is OK

What we often see What we should expect

1. How canwe prevent this ever happening again ?

2. Why did our earliest sieve not catch this defect ?

12
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s Ny

Can youfind all issues in a document?

s let's do the F-test

How many times F, f can youfind on this screen?

Federal Funds are the
result of years of scientific
study combined with the
experience of years

(Deming)

¥ 5E Wt nan - 58 Tras cng - Ot islned ol ot s o e it - [ B e - 2000 it 2a0rE S
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Rules

» Did your review ever create bad emotions ?
* Rulesare the law for documents

s Defect = Violation of 2 Rule
+ Mot “I think thisis wrong”

+ If it's notaviolation of arule, then it's not a defect
(perhzps zn Improvement Suggestion 7)

+ Examples of Rules:
+ All quality requirements must be expressed quantitatively
+ The document should be consistent with itself and with source documents

Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088 b

Simple Rule for Reviews

"“"We don't review unlessthereis a source document”

Business
CEEE
source

source

Reguirements

source

Mhacrtinan - 5E Trai v - Onptvstinog o Elbrt i o e - £ by - €30 by 008 24
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' Ty
Document generation
I standards
rules
L a0 this
T oy thart
& think abxt this
4- don't forget that
3 A
¥ SE Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 23
p
Correlation
» Anyworkproduct will be reviewed against
» |tself
* Kindocuments
* Spurce documents
Ifwe don't have the source, how can we judge the workproduct?
s We always update the source document first before
changing the workproduct(s)
» First change the Requirement, then the Design, then the
Implementation, otherwise ...
3 A
¥ SE Mt anan - 55 Trad vireg - Ol row'eg, i E R s et - £ b - €500 b 2 3a
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What is a Defect ?

Moty - 55 Traivig - Optirsldrgd i STk v e o ienpsinoioee - £ e - (0 ok 208 3

What is a defect?

+ Adefect is the cause of a problem experienced by
any of the stakeholders while relying on our results

+ Making the customer more successful implies no defects

» All we have to dois delivering results without defects

s Do we?

+ s being late a defect 2

* s being on time specified in your requirements ?
* Why not 7

Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el B
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Cost of Requirements Defects

The longer a defect staysin the system,
the more it costs to repair

v

100 o

8o

60

40

20 4

T

Boehm, Remus, Kan, Hevner,
19805 19805 1994 1997

. o
I:l'.-"fr E Mot - 58 T - Opt s dwr Elknotimoe s ol cpsrofiors - ko - Qo ober 208 i3
- ~y

Typical Defect Injectors (cost breakdown)

Implementer Designers

Requirements Specifiers

A Bencer Adsociales 1995

m_-lg'r E St anan - 55 Trad pireg) - Oy neaeg, i B et ] et - £ b - €500 b 2 4
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Defects found are symptoms of
deeper lying problems

Repairing defects later creates risks:
* Repairis done under pressure
* We think the problemis solved

s We introduce scars m
L X )

* We keep repeating the same problems .

Those whe don't learn from history
are doomed to repeat it

— Do RootCause Analysis and make sure
it never happens again

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE ¥
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Prevention: Root Cause Analysis

Is Root Cause Analysis routinely performed — every time?

What is the Root Cause of a problem?

Cause:
The errorthat caused the problem

Root Cause:
What caused us to make the errorthat caused the problem

Without proper Root Cause Analysis ,
we're doomed to repeat the sarme errors

Mt - 58 Tra g - Ot irsslred i TRt e i ot - L oot - 0 b S L]
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What to look for?

Y SE-TF Mhadicrtanan - 55 Traipireg - gl dhui ETRnt e o] ienipaincdion'es - E by 002 by 2048 )

Let's focus on requirements

s Areyourrequirements clear?

* What's the point in designing and implementing
based on unclear requirements?

* Working on a great solutionfor the wrong problem?

s First develop the problem, then the requirements, then
the design, only then the implementation

* What's your experience ?

W S5E-TF Mhadicrtanan -5 6 Traiiend - Optvssioaeg dhair £kt e v el e - E by (363 bt 208 e
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Can youfind these by V&V?

Fuzzy requirements (whatto test against 7)

Functions that won't be used (superfluous requirements)
» Why repair defects in the implementation of these requirements ?
* The only defect is that it has been implementad

Nice things (not checked forreal need, not paid for)
Shouldn®t ke therein the first place

Missing quality levels (should have been in requirements)
Checking the implementation of the requirements won't help

Missing constraints (should have been in requirements)
Product could be illegal (if that's the purpose, you'd better tell)

Unnecessary constraints (not required)
What would testing say about these

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE ¥

p
Ever seen such requirements?
» The system should be extremely userfriendly
* The system must work exactly as the predecessor
* The system must be betterthan before
+ Do you know other examples 7
# |tshall be possible to easily extend the system’s functionality
on a modular basis, to implement specific (e.g. local) functionality
* |tshall be reasonably easy to recover the system from failures,
e.g. without taking down the power
-
L J Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el 40
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‘“Weak words’ in requirements

* e.g. (isita requirementer not?)

s etc. (could be anything)

* and (probably two requirements)

* or (can | choose whichever?)

* includes (what more?)

* such as (is ita requirement or not?)

» specific conditions (but not specified)

» essentially the same (how much is essentially?)

» information may be shown (may alse not be shown?)

» 3ll possible data (that's alot!)

¥ SE Madicstanan - 55 Traivsiteg - puislciogg dour Ellnt e el ienipainotion'es - E by - €01 b 208

Basic Types of Requirements

# Functional binary

* Determine the scope of the project: What are we working on

» Quality/performance scalar

* To enhance the performance of the selected functions

* (onstraints binary/ scalar

* What should we not do, be aware of, be limited by

¥ 5E Wt nan - 58 Tras cng - Ot islned ol ot s o e it - [ B e - 2000 it 2a0rE S
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Rules for Performance objectives
1. Unambiguously clear to the intended reader
2. SCALE of measure
3. Complex concepts should be broken down into a set of measurable
elementary concepts
4. Todefine 'relative' terms like 'higher' there should be at least two
points of reference on the defined SCALE
5. Specify when a quality level is to be available
6. Mot mixing design ideas in objectives/requirements
7. Specifying the source (like contract, standard, marketing plan)
8. Fuzzy unclear concepts shall be marked with <angle brackets: for
improvement
-3
1a¥ 5E Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 i3
.
Requirements with Planguage et Tom Gilb
SRR
Definition:
RQaz7 Speed of Luggzge Handling at Airport
EPE.;_'-.‘HC Scales Time between <arrival of zgirplanes and first luggzgeon belt
pie Meter! «meazsure zrrival of sirplanes, «messure arrival of firstluggzge on belt:,
HpeasuT® czlculzte difference
Benchmarks (Playing Field):
Past: 2 min [minimum, 2e16], 8 min [average, 2016], 83 min [max, 2014]
Current: =g min[competitor y, Jan 2018] + <who said this?>, <Survey April 2018
p,\_'i.ﬁmahw Record: 57 sec[competitorx, Jan 2016]
Wish: < 2min 202003, new system availzble]+ CEC, 15 Jan 2018, <document ..
Requirements: e
T : ; ‘:-r'-h'-'-'a;"':'q"l"a
qane clersblei <10 min [gg9%, O4] « SLA
ped Tolerable:= 15 min [100%, G4, Heathrow T4]+ SLA
Goal: <15min [gg%, Oz], <10 min[g9%, 03], < 5 min [ 99%, Q4]+ marketing
=
W SE WAl anan, - 515 T vt - gt rsiicnnel, e i i, it - 5 oo - €00 b i ¥4
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How many defects can we find in one sentence 7

The objective isto get higher adaptability using‘gitwanced architecture
o : -

/ no — ™ ambigﬁj\ \

no statement of SCALE unclear (1),ne |3 designidea | oo rce
exactly whenthe | (2} <fuzzs (8) is mixed into | o4
objective is to be no 2 points complex the objective | given
met (5) ofreference || conceptnot (8} )

to define broken

‘higher(4} down (3}

—

. Unambiguoushy clearto the intended reader

2. SCALE of meazure

3. Complex concepts should be broken down into a =et of measurable elementary
concepts

. To define ‘relative” termsz like "higher there should be at least two points of reference
on the defined SCALE

I

5. Specify when a guality level i to be available
6. Mot mixing design ideas in objectives/requirements
7. Specifying the source (like contract, standard, marketing plan}
8. Fuzzyunclear concepts shall be marked with =angle brackets= for improvement
1.3'%1;: E Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 o g
' "

How many issues can you find ?
Unambigucus, Clear to Test, Quantified, Mo Design

# The system should be extremely user-friendly
* The systemn must work exactly as the predecessor

* The system must be betterthan before

» |tshall be possible to easily extend the systemn’s functionality
on a modular basis, to implement specific (e.g. local) functionality

» |tshall be reasonably easy to recover the system from failures,
e.g. without taking down the power

«F
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Some requirements
s REQ 4010-The storage of the [system] shall store diagnostic
information, excluding senscr information, for a period of at least 4
maonths
* REQ 3776 - Recorded data shall be stored and available for transfer for
at least 2 months
» REQ1503- The [system]shall record all diagnostic datain a non-volatile
memaory
s REQ 5037 - Deactivation of a failure by the [system] shall be only
allowed when the [system] detects that the failed function is warking
correctly again in the same state as the failure was activated
* REQ 4758 - The [system] shall provide the other diagnostic data (sensor
values, performance and usage counterz and other possible data) to
the [zystem ] zervice interface for transmission to the wayside within
othertime intervals
L J
';?r it - 56 Tty - Oyl i ENkrt it s o e - Ebihaow. (b 20 &7
- o
Unambiguous, Clear to Test, Quantified, No Design
{ref TG - Platform Rationalisation in a bank)
* Rationalize into asmaller nurnber of core processing platforms. This
cuts technology spend on duplicate platforms, and creates the
opportunity for operational saves. Expected 6o%-80% reduction in
processing cost to Fixed Income Business lines
* International Securities on one platform, Fixed Incomeand Equities
(Institutional and PE)
* Global Processing consistency with single Operations In-Tray and
associated workflow
* Consistent financial processing on one Accounting engine, feeding a
single sub-ledger across products
= Firststep towards evolution of “Big Ideas” for Securities
* Improved developmentenvironment, leading to increased capacity to
enhance functionality in future
* Removesduplicative spend on two back office platformsin support of
mandatory message changes, etc
L A
Ve WAl n 5 Tl - g e Tt i e e s E M- DY ol 2018 ]
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Can we develop based on Management Poetry?

» Nice input, to be taken seriously

We write back the requirements, don’t we ?

This is what we plan to do, if you let us continue

Are we better at requirements ?
* Unambigucus, Clear to Test, Quantified, Mo Design

¥ SE Madicstanan - 55 Traivsiteg - puislciogg dour Ellnt e el ienipainotion'es - E by - €01 b 208
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Is this a Requirement ? r

or ‘nice input’, to be taken seriously ?

“Createa new ‘Price Sentinel’ component that can detectif the

bank’s published customer quotations go off-market, and then

to immediately cancel all current quotaty

How “off"” to

warrant detection?

nu-.,"-‘” httlirshatechnolagy.couk

_.ﬁVE.E-TF“ MING  alotaa - 55 Trad vty - Opt sl dw ElRno feireioics o iensanoiors - £ oy - ot b 2088 %a

Using 5 Whys

Why do you need a “Price Sentinel” ?

1. To prevent publishing off-market tradable prices

2. Toprevent trading loss
{having to buy at a higher price than the bank offered to the customer)

3. Todemonstrate to senior management that e-trading business
can safely (no unexpectedloss) manage customer trading

4. Toensurethat senior management will agree to expand
e-trading business in the future, based on current business
performance to other customer segments and business areas

5. Tomeetbusiness medium [ long-term financial targets

'H‘JM ity lirshatechnolagy ook

_.ﬁVE,E-TF“ MING Mot - 55 T et - O st dw IR perititoich o iemstoiastes - £ 15 Ty - (00 el 0rES) L
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First try

Mew ‘Price Sentinel’ component:
» detect if the bank's customer quotations go off-market

* thenimmediately cancel all current quotations

s Off-market

« Our margin less than 0.4%

» Immediately
» Scale: seconds after <detection: (<happening:?)
» Current: 6oo sec (=10 min)
» Goal: 1sec

. J
_.ﬁ‘f;r; TRAIMING  Madotas 58 Taivagg- Optisiag du Sl ol kopsnoin - ke - Qo b 2008 53
' ™

Prioritized solutions by Impact Estimation

Cancel 10.5 sec (note) 152c
G6oo—*r1sec gd% 100%
Cost 1 day 30 day (6 sprint)

note: 10 sec human recognition time, 0.5 sec cancel time

b+ P A
W EE-TRAINING  Mistinss - 55 Traiesing - Optisiing i Eflietiod ek sl eepabtioers.- EBhes. 00 b2t 53
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The Jet Case

A
Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088

The Jet Case

| Intreduce the following three rules for Inspecting a requirements document

Three Rulesfor Requirements:

1. Unambiguous to intended readership
Two designers arrive at the same result
2. Clear enoughto test
Two testers get same result
3. No design mixed in requirements (mark as“D")

* Requirements: What the acquirer cares about: ‘how good to be’

* Design: set of decisions made by the developer: ‘how to be good’

o
Mt - 58 Tra g - Ot irsslred i TRt e i ot - L oot - 0 b S
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Defect

| Explain the definition of a Defect

s A Defect is a violation of 2 Rule

» Note:If there are 10 ambiguousterms in a single
requirement then there are 10 defects!

¥ SE it nan - 56 Traiving - Ohpt isslrnd dhadr ENRnot feren s ool et - (E Bty - 0t e 20rES ~

Severity

Explain:
+ the definition of Major Defect
+ focus on finding Major Defects

» Major: a defect severity where thereis potential of high
loss [ater downstream (test, field)

» “10lostengineering hours”

¥ SE Mot anan - 56 Trad creg - Oopatwstianed o EX Ko i e e - E - €301 b i W
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Exit?

Agree with the management team on a numeric exit condition:
Is 1000 Majors per page OK 7 100,10,17

* Exit Conditions:
(document can go to next stagewith little risk)
» Maximum 1 Major Defect [ (Logical) Page

* logical Page = 300 NonCommentary Words

Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 s

The Job

* You have up to 15 minutes for checking
one Requirements Logical page from the 82 pages document

s Countall Rule Violations — Defects

» Classify Major, miner, or Design

St - S5 v g - O e i £t s et i 't - M o O i e ¥
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-
Total Major Design
1, z 1
Report for Page 51 oone
2. 44 15 g
3 25 20 4
4. 22 4 z
Inspection results on requirements
document, 4 managers
Defect Density
» Totalfor group 2o x z = 40 Majors assume are unique
« |f 33% effective, total inpage=3 x40 =120
« Of whichz/3 or 8o were notyet found
« |f weattemptto fix the 4o found, and correctly fix 5/6
then7arefailed fixes, so:
« Total after Inspectionand editing: 8o + 7 =57 Majors per page remaining
\"\.'_ -
Y SE Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 &a
i Total Major Design
1, 41 24 1
Report for Page 52
2 33 15 3
3. 44 30 10
3. 24 3 5
Inspection results on requirements \\ W
document, 4 other managers
Defect Density
* Totalfor group 3o0x 2= 6o Majors assume are unique
» If 33% effective, totalin page =3 x 60 =180
« Of which z/3 or12o0 were not yet found
* If weattempttofixthe 6o found, and correctly fix 5/6
then1oare failed fixes, so
* Total after Inspection and editing: 10 +120 =130 Majors per page remaining
-3 A
¥ SE Mhadcrtinan -5 £ Trai g - Onptvsbieg o Eht i o] e - £ o - €301 by 0k a1
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Extrapolation to Whole Document

* Page 51: 120 Majors/p

» Page 52:180 Majors/p

* Average 150 Majors/page x 82 pages = 12300 Majors in the
document.

» Ifa Major has 1/3 chance of causing loss (12300 3 =4100)

* And each loss is avg 10 hours

» Thentotal project rework costis about 41000 hours loss

» (Theproject was over a yearlate and expected one more year)

* 1year = 2000 hour x 10 people = 20000 hours

N —
¥ SE Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE &
' it

Does quality cost more?

quality
benefit is

* The cestisnotin the quality

* The costisin the non-guality

* Good quality costs less

+ Bad quality costs more
3 4
W sE Whadirtinan - 56 Trad vig - Ot st eg o ENt bt o e - 5 b - €3 iy 2000 a3
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s Ny
Cost of Quality
Model
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i

How much productivity gain?
+130% productivity 4
improvement
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Inspection goals and effects

» ldentify and correct major defects
becoming even less important

* Mostimportant:
Identify and remove the source of defects

* Conseguence:
Education and interaction:

» Interesting side-effect:

How should we generate documentsin the first place?

People get to know each other's documents efficiently

¥ SE Bt nan - 58 Traw virteg - gt il i et it o e it - (£ Ty - 0000 i a0
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Individual learning curve

+ The speed ofindividuallearning to follow the Rules,

+ Measured by reduced Major Defects found inInspections
+ Faster, earlier and more dramatic than “process improvement”
+ MNever mentioned in literature as a measurable

30

5

0
Mumber of estimated
remaining Majors

158 o T o 3o o 4 o S o B Ao T o
ey, Documents submitted to Inspection y
1a¥ SE-T JMG ot 56 Traiving - Optisilrgg dor kot hmiriis ol iecpsroiovss - kb - (0 ok 2088 L
' "
Many types of Review to choose from
* Which ones do you use?
* Informal Review
» Pair Programming (Pair Designing)
» Technical Review
» Walkthrough
* Formal Inspection (Fagan type)
* Cleanroom Inspection
» Formal Inspection (Gilb/Graham type)
s Agile/Extreme/Lean/Early Inspection (5QC)
* Gate Review
* Ritual Meeting
o A
W sE-T WING it -SE T - Optising da Bl euss ol krpahoiors - Elo - 00 sl ol i
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Gate Reviews?
VAL, AAWA AN

Review Review Review

Systems Engineers often have oK
* SFR - System Functional Review
* PDR -Preliminary Design Review
» CDR - Critical Design Review
* TRR - Test Readiness Review

* SVR - System Verification Review

What is the purpose of these reviews ?

Really?

Perhapsthere's more work to do?

i
*,

E Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE a

Formal Reviews (vsAd-Hoc)

» Defined, repeatable process
* Measures effectiveness

* Continuousimprovement

s Rules/checklists

» Feeds prevention process

E WAl anan, - 515 T vt - gt rsiicnnel, e i i, it - 5 oo - €00 b i n
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Inspection

* Most rigorous form of review
» Pioneered by Fagan (IBM)(paper 1978)
+ Locating all the defects in a work product, focus on code
* Inspection economics: Gilb/Graham (Software Inspection,1993)
+ Quantifying the defect density of awork product
+ Preventing poor quality work from moving downstream
* Early Inspection
+ Mot waiting until the whole waterfall of the document is completed
Lz

+ Walkthroughs for training
+ Technical Reviews for consensus

+ |nspections to improve the quality of the document and its process
* (ate Reviews to decide what to do with it

* Would you like to base further work or decisions
on a document of unknown quality ?

¥ SE Madicstanan - 55 Traivsiteg - puislciogg dour Ellnt e el ienipainotion'es - E by - €01 b 208 12
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Gilb / Graham
Inspections

Only software ?

Software
Inspection

‘:"'r' E-TRf Moty - 55 Traivig - Optirsldrgd i STk v e o ienpsinoioee - £ e - (0 ok 208 T3

Do yourecognize this?

The document to be reviewed is given out in advance

+ Typically dozens of pages to review

+ |nstructions are "please review this"

+ Somepeople have time to lookat it

+ Review meeting often lasts for hours

+ Typical comment: "l don't like this"

+ Much discussion, some about technical approaches, some about trivia
+ Don'treally know if it was worthwhile, but we keep doing it

+  NMext document reviewed will be no better

_'lr"" E- TR St - S5 v g - O e i £t s et i 't - M o O i e 4
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Have you beenlooking at the document?

i
'\'fi E-TRAINING daictman <55 Tairag - Opimicrg e Nkt v outis ool iengshoiors - £ bl 00 odrr 208 ™

Buying a second hand car

We checked your car at the bridge

(nachschauen auf der Briicke)

What | think What they mean

o
'f E-TRAINING Sulotmn -58 e - Oprsiorg ftw £l v i ol o - £l . (0% ob 2048 Th
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Techniques

» Canyou look at this?
* Over the shoulder

s Pair Programming
s E-mail

* Tool

* OnScreen

* Projector

* On Paper

» Formal process

<5

i ot 58 ey - Optislcrg e kot e i o ienpshoions - £ bl - (0 odarr 2088 T

Inspection is different

+ Thedocument to be reviewed is given out in advance

...................................

+ Typically dozens of pages to review
chunk or sample
+ |nstructions are "please review this"
training, roles
+ Some people have time to look through it
entry criteria to meeting, may be not worthholding
+ Review meeting often lasts for hours
2 hr max
+ Typical comment: "l don't like this"

+ Much discussion, some about technical approaches, some about trivia
| no discussion, highly focused, antitrivia

+ Don'treally know if it was worthwhile, but we keep doing it
exit criteria - continually messure costs and benefits |

+ MNext document reviewed willbenobetter
mast important foais is improvement in processes and shills

%
oW 5E

Shadcrtinan - 56 Trad v - Ontvsbinog o Elbrt i o s - EL5 by - €30 by 001 4
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' ™

Inspection Manual
Procedures, niles, checklists and ather texts
for v in [nipections

16 page
Inspection
Manual

o AR g Pian ek, ]
Swtes acn 31 S00T
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Ceneric SPECI"FI'::atI'Dn Rules (e Inapection Manual)

GEo  (det) Generic engivedring specification rubes augdy to 2 engineaing doouments a5 requiredbest
practces

GE1 frebavant) AN stabements s bee rebevant to the sulpedt

GL:  (coergbete) There shoubd ot be any sifniticant ormisssns

GES  (consistent) Staterments shoubd be comsbent with other stabenents in the seme o rdated dooumeants

GE4  (unambiguous) AR spedfications should be unambiguous torthe vbended readership
G5 [mexbe) Commenents, nddes, sudfestons, ot oHhdal part of documment shall be deady mesked
[0 fhal ey

beiet] AR S citications. shall e s briet s possibde, to supgart their purposs, hos the inbended neadens hig

GLE7  {chamity) AR specifications. shall result in clarity to the in eyl it's parpose o inbent

{thve burdén i onauthor, not the rasder)

Morbes i is ot encugrh that stoterments are umeenbigous. They rmes t aorriain clarfty of parpase wily i
it there?

GER {elementary) Stabernents shall be boolken o thesy inost dementany form
Mabes This és so that they doch can be ooss referenced exterr

Speecitications shall hawve & sngfhe nstacce inthe antine. progect docurmen

Staterments shall heve source ko (sped <= source)

Thoe guthuos S5

i ey inadicabe amy information wiiich s uncertsn or poses any risk to the
proect, usingg L

ticons e {ovaguely defineds 2,77, 70% 10, witable comenent, o nobes}

Al stabeme s shoubd e verifisbie

{The stabemernst s srrgly oot troe )

"
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Check Lists
» Checklists contain interpretations of Rulesto help
reviewers to find more issues
* Rulesare “The Law”
» Checklists provide “Jurisprudence”
f it - 56 Tty - Oyl i ENkrt it s o e - Ebihaow. (b 20 th K
— Gilb/Graham
Source Inspection Process
sdocs |-
Product : Product
*doc * doc
s ® s _—
Diata
Collection
...................................................................... : -
: Process
R e A Improvem
Proposal
f Wl iaan - S5 Tra el - O wsiicnel il (B0 Rt Pttt el liieed - (£ ot - {000 i a2 i g
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Cost Df Repair ref 5, fig 14.6, p315
B Mean time to correct Major if

= notfoundat Inspection = g.3 hrs

Numberofdefects
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How much time to spend per page?

» Whatis the size of a typical document?

* How much time do you spend per document ?

¥ SE Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 s
s 9 100 10 250 Sourcelines per hour
E e 1
. 1 ey i
Optimum gm0
. 5 w Ll i
Checking Rate gt 1o
é MR “illusion of quality"™ area
Y
q .-ﬁ
a r -
g ,: Fl'l}h*""‘" ET R, S
ﬂ L) B @2 B3 b4 A% A8 BT 08 08 1 11 1F 83 14
- Thousands of Source Lines per hour

B ooy, LANUSE g5- RS

+ The most effective individual speed for ‘checking a
document against all related documents’in page/hr

+ Not ‘reading’ speed, but rather correlation speed

* Failure to useit, gives ‘bad estimate’ for ‘Remaining

defacts’

* 1 page of 300 words per hour (“logical page™)

* 1o0~250 SLoC per hour

* Morethanwe can afford. 5o ... ?

We must sample !

Mt - 58 Tra g - Ot irsslred i TRt e i ot - L oot - 0 b S

85a
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Optimum checking rate

Fef. Darathy Groham

Here's a document: review this (or Inspect it) |

Madicstanan - 55 Traivsiteg - puislciogg dour Ellnt e el ienipainotion'es - E by - €01 b 208

4

Review “Thoroughness™?

minor Major

Ref. Darathy Grahem

[EE———

* Ordinary review
* Find some defects, one Major
* Fixthem
» Consider the document now corrected and OK ...

Wil -5 8 Traireg - Ot ireslred i TR e ot - E oo - 00 b S
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-
Inspection Thoroughness e Darathy Graham
Inspection can find deep-seated defects
All of that type can be corrected
Meeds optimum checking rate
In the above case we are clearly taking a sample
In the “shallow™ case we were also taking a sample,
however, we didn't realize it!
,:3
oW Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 Ha
i
Typical for Gilb/Graham Inspection
Gilb/Graham inspection differs from other types of inspection
in some or all of these ways:
Purpose
Quantify quality, not search for all defects
Coentrolled reading rate
The material being inspected is checked very thoroughly
(1hr per page) in order to identify as many defects as possible
Sampling
Samples are inspected to optimize time and effort investment
Entry/Exit Criteria
Quantified entry and exit criteria are used to guide the inspection
effort
Rules
Written rule sets are used during the inspection to locate and classify
defects
-3
=W Mhacrtinan - 5E Trai v - Onptvstinog o Elbrt i o e - £ by - €30 by 008 3
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Gilb/Graham Inspection

Purpose To gquantify the quality level of a document

Why Because low quality documents cannot be used as a basis
for further development: the risk is too high

When Upon author request, before document baselines and any
go/no-go business decisions based on the document

Who Small team (z-5), experienced in the Inspection process and
able to devote the required time to it

What Detailed review of samples of the document against
document-type-specific rules, checklists, etc.

Cost Typically, 4-6 hours per reviewer, plus a few additional
hours for the Author and the Inspection leader

Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 N

-
Inspection
Process
Steps
Erik Simmons:
Tailor down, don't tailor away
Booklets:
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OpSTem checkdng rate: &
Timerpen | LX e

Mo

s i o | e S |

Mo

Focsm Imia sesTeE

oo

-
What do you need
* Trained Inspection leader
* Inspection Manual
« Rules, Procedures
¢+ Documents + owners
s Checkers
* Inspection Master Plantemplate
« Who, What, Where
* Presentationfor the Kick-off meeting
* Why, How, What
* Inspection metrics template
* Data collection
» Issue collection
s (Brainstorm - fruits collection)
f Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE a3
.
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6 hour initial Inspection process

* 2 hr Kickoff
* Why
* How
s What

* 2 hr Individual checking
* 1 hr Whole document | relevant chapter
# 1hr 2selected pages

» 2 hr Logging meeting
* 1hr Logging issues

+ 15 hrDiscussion about Inspection process

# 14 hrDiscussion about what should have beenin the document

Emisy

larwig
ek -l

L
Ediit

Fellicre g

Exit

Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088

ar

4 hour mature Inspection process

s 1/2 hr Kickoff
* Why
s How
* What
* 3 hr Individual checking
* 1hr Whole document | relevant chapter
» 1hr zselected pages
* 13 hr Logging meeting
* 1hr Logging issues
» 1 hrDiscussion about Inspection process

« 14 hr Brainstorm

Ertry

ariry
kel
it
Lot
L
EdSt

Fallcrw up

Eait
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ltems logged

Defect classes

+ Major defect

s Defect probably has significantly increased costs to find and fix
later (test, field)

+ 10 engineering hours lost extra

+ Average time inwork-hoursto find, log and fix a major defect by
Inspecticn is1 hour (observed by many sources)

* Minor defect
* Mot major (no significant impact on result)
* Super-major/critical

+ Order of magnitude more costly than major

* Project threat

R«
VE.E-TFH MING  alotaan - 55 Taivig - O s dwr Bl haieiis ol ienpsroiors: - £ boey - G0 ol 2o k-

Major <= minor Severity Concepts

‘\

R,
TGYE,E-TFH MIMG bt -5E T - Ol dr EIRno! e ol lecpsnolon - £ - 0 o 500E aa

Booklets:
www.malotaux.nl/?id=booklets

51




Malotaux - SE-Training - October 2018
Niels Malotaux

Optimizing the Effectiveness of Reviews and Inspections

-
Entry
Entry Process Planing
Kick-orH
e f_':e:_:\"':g
LemEaling?
Brainstonm
Edit
Faallbirws-ugs
Exi
s Purpose Why? “
+ Toavoid continuing a costly process which is doomed to failure
(no-exit, product not released)
+ To permit correction of fail-prone conditions
* hefore using time and people fruitlesshy
+ To permit continuous process improvement by learning which entry conditions
are worth checking
* Organization How!
+ The Inspection Leader checks all conditions in the generic and product-specific
entry Conditions
+ Anyonecan suggest improved Entry Conditions to process owner (entry is part
of process definition)
s * “Failed” entry conditions are dealt with (corrected, waivered) before entering |
'.I'E: E Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 1
' it
Entry
Entry: Generic entry criteria Flanning
Kick-ott
Thechdngg
Lamzaingy
Brainatonm
Edit
Faalkorws-ugs
Cxit
GEC1  Theauthor can decide not to enter any substage of Inspection
GECz Theleader can decide not to enter any substage of Inspection
GEC3  Allsource documents are inwriting and successfully exited
GEC4 Genericand specific rule sets for the task are available in writing
GECs A masterplan has been made with checking rate of one page per hour
GECE& Theleader has beentrained and certified as Inspection leader
GEC7 A cursory (<5 min)examination of azample shows <1 major/page
GECS Possible machine checksare done
GECg Theauthoragreesto participate as checker
-3 4
T ok WAl anan, - 515 T vt - gt rsiicnnel, e i i, it - 5 oo - €00 b i w
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p
Tnty
Checking roles Plaruring
Kicke-ott
Oheecleingg
- Lenrgtiingt
{i} Brainstonm
rl Eafit
Faslkirve-ug
Exit
¢ Different rolesfind different issues
« Lser
+ Tester
* System
* Cuality
* Service
« Spurce documents
+ Rules
Y 5C Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 a3
-
Entry
Kickoff meeting Planing
Kick-ort
:"!'_'H.."g
Lemfaling?
Brainstonm
Exfit
Faallkorvs-up
Exit
* [nstruction on Inspection
» (why, how, what)
s Explain tasksto checkers
» General explanation about documents
e o-~2hr
¥ 5t Mt anan - 55 Trad vireg - Ol row'eg, i E R s et - £ b - €500 b 2 o4
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Entry
How about a general introduction? Puning

Theeclding?
Longratiingg
Brainstonm
Eidit
Faallbirws-ugs
Cxit

In the kick-off meeting some did not attend the general
introduction

* This caused a rule:

* You can only be a checker if you have been educated about the process

<

Whadicstanan - 58 Traeiogg - Ot sl o El Rt i e - £ haows - Qo0 kb 20riE 1%
-
Loty
Individual checking Planning
Kick-ott
Thechdng
Lesgrating
CCr Ty to identify 2 maximum number of potential Esues T —
onbehalf of your team, and to help the author Ton
CC2  Your job & to help 'make the author a hero’ Fealkirwe-uga
CC3  Ifyouget a ridiculously high number of kssues, consult with the leader Exit
CC5  Don't be shy ofnoting any kind of Esue you think you have found
{you can later decide whether or not to report it)
C€6  Youdo not have to write a perfectly presented og. It isbetter to concentrate
onfinding more ssues, but you may write any notes you like,
any way you like. They are normally your private notes
CC7  Ifyouhave trouble finding tssues, consult with the leader or another team member
CCE  Ifyouhave amy time difficulty, consult with your Inspection leader
CCio  Focus onmajor (and super-major) issues, do not spend a lot of time and effort finding and noting
minor kssues
e Classify as you go as 5 (super), M {major), m{minor), ? (question ofintent ), P (process
Mprovement )
CCiz Fillin the section called Data Collection at the bottom of your master plan, with your persona
checking data, so you can swiftly report your data at the beginning of the Logging Meeting.
s See Procedure for Checkerduring Checking: IN.PR.CC

et - S5 T g - 0 Weslianeg ol ETR! i e et - (15 it - 00 i 106
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Enibry
The Logging Meeting Pl
Ohetclieing?
Lemfling?
Brainestormm
LCafit
Faslkirve-ug
Cxit

* The sole purpose of the Logging meeting is to record for
the Editor:

+ the highest possible number of unigque issues in the time available

» with sufficient clarity that the Editor can understand what the
problem is

» Discussingissues is not the purpose
» Fixing issuesis not the purpose

» Discovering additionalissues is part of the purpose...

 SE Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 ay

Cmvtry
Logging meeting S
Kick-ott
Ohviclingl
Lengatingg
Brainstormm
Cafit

s Lo gglng Falkow-up

Exit
* no discussion allowed

* no suggestions, no solutions
» mostly majors
* any issue is a violation of a rule

* 0.5 ~ 2 issues perminute logged

What did you think of the Inspection process

How should the document have locked like

* 2 hours maximum

Inspectors are consultants, helping the authorto be a hero

¥ SE Mt -5 Traeng - Ot isslng ol TRt el ettt - E Lo - Q01 by 08 1ad
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Entry
Checking and Logging Panning
£|:Ei.'.'ilig
L-::g.g*im{
+ Follow Inspection Master Plan o
» Use the time assigned e
s Check according to CC procedures, by GE rules
* Productdocumentis checked againstsources
* Noemphasis on checking source documents
» Fill in Individual data in Inspection Master Plan
* Read CL procedures (authoralso AL)
s Bein time
+ Don't cheat
Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE a3
. Loty
Ed't Planmiing]
Kkt
Thechdngg
Lamzaingy
Brainstonm
Exit
Faalkorws-ugs

Authoris document owner

Authordecides what to do with issues

Author decides on minor, Major, Super

Allissues mustbe acted upon

* Improvement suggestions sent to owners

Cxit

Mt - 58 Tra g - Ot irsslred i TRt e i ot - L oot - 0 b S
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p
Emtry
Exlt Pllaruniingd
Kick-ort
Ohetclieing?
Lopryging
Brainestormm
. Edit
+ All editing completed —
Exit
» All change requestssent
* Data summary completed and in database
* Nomore thano.2s (2 for beginners) major defects
per page remaining
s Authoror Leader can veto exit
+ Canwe release this document for further use?
Mot zero defects, but economically defensible quality,
not worth looking further at this stage
=
T8 5F Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 m
p
Cmvtry
Inspection basics Planningg
Kick-ortt
Ohviclingl
Lengaging
* The Inspection leader is trained and certified Busireshmr
Edit
# The leader is responsible for managing the process Folkorve-ugy
R R Cxit
* First objective is to identify and correct major defects
* Second, but most important, objective is to identify and remove the
source of defects
* Fundamental measure of success is the gquality-to-cost ratio of the total
design life-cycle
» Short term measures include majors found perwork-hour (efficiency)
and percentage of defects found and treated compared with total
defects (effectiveness)
* Productivity measure is the nethours saved due to defects found and
removed earlier than they otherwise would be
(see One-pegeInspection handbook)
=
T8 5F Mhadcrtinan -5 £ Trai g - Onptvsbieg o Eht i o] e - £ o - €301 by 0k n:
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-
" - w E..t_.\.
Exit criteria: Pt
estimating remaining majors (after fixing) e
Lowtatings
Erginestonm
Cafit
* Youareaboutto ]nspect your own document F——
Exit
» Whatis acceptable exit level?
* jo00 estimated Major defects remaining per page ?
*« 1007
* 107
& 47
» What exit criteria will you use today?
* | will accept no more than estimated remaining major
defects per page
* How much %% of defects do you think you'll find?
o | will find % of the defects
l:-"-'T.- E Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE ni
i
Entry
- 0 - PJ""."g
Exit Criteria e
:"!'_\."g
Linraings
B stires o
Eufit
Once the quality level of a document is known, Ty
there are three possible paths forward:
- --» Wellabove exit criteria: Process failure!
= —mmemmm T Recreate after training or process
T improvement
5
E __, Somewhatabove exit criteria: Rework or
g e memmTTT enlarge inspection sample
]
I ———————————————— » Meets exit criteria: Success! Exit
.-i".":- E WAl anan, - 515 T vt - gt rsiicnnel, e i i, it - 5 oo - €00 b i 4
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Summary

* Rulesare the laws for documents
* Optimum checking rate

* Sampling

» Types of defects

s Exit criteria

* Measuring the benefit

s MNext: exercise

Madicstanan - 55 Traivsiteg - puislciogg dour Ellnt e el ienipainotion'es - E by - €01 b 208
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Exercise

Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088

Preparation: 15 mins in groups of 3

Which document(s)are you Inspecting ?

« Are thereany source documents 7

Which Rules are you checking against?
» Ceneric Rule set orjusttop 37

» Any specific Rule sets for this document 2
+ &g requirements I new ones for today?

Which page(s)will each of you be checking ?
» All checkers check the same (most important) page ?
+ “logical” page, not necessarily one physical page
(300 wordstext, 100 lines of code)

Exit criterion?

* How many Defects remaining 7

Mt - 58 Tra g - Ot irsslred i TRt e i ot - L oot - 0 b S
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Individual Checking

Checking Working alone
(tends to be very quiet)

Check against your chosen Rules

Check against source documents (if available)

Look for Major defects
* Rule viclations with potentially large impact

Note down what you have found (useissue log)
* Majors only

Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 ni

Are these reasonable foryou?
Any you wish to change?

Analysis Why 2

Cverlap of defects

» Assume total = double maximum found by one

Number fixed correctly

« Assume 5 ocut of 6 will be fixed correctly

Defects missed?

» Assume we have found one third
(based on ohserved effectiveness of new Inspectors)

Chance of a defect causing a problem

o Azsume one third of defects will cause loss

Average lossfrom a major defect

s Assume ten hours

¥ SE Mol anan, - 55 Trai viteg - gt vsiicnteg. ol Bt bt et - E o - €00 bl 20 ng
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Capture-recapture

» How many fish are therein the lake?
s Catch zo fish
* Mark thern and let themn swim again
» Wait for good mixture
« (Catch another 2o fish
+ If 4 of these are marked, how many fish are there in the lake?

Walotaman - 5E Trai vl - Opt st R0t feririss ol eepsrofions: - Elilooe - Q01 ober o8 12s

How many fish in the lake?

FoundMarked(C) TotalMarke d(A)
Found(B) Total(T)

Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el 121
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Reportresults

» Information from each group:

* Type of document
(e.g. requirements, functional specification, test plan, code)

» Total size of document (in pages)

s Mumber of pages Inspected (main focus)
(i.e. number of words divided by 300)

» Mumber of major issues found
+ By each individual checker
+ Total unique major issues

« Major issues remaining

« Potential time saved

* Potential money saved

Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 122
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s et

Early Inspections
SQC - Specification Quality Control
Extreme Inspections

Agile Inspections
Lean QA

Early Inspection

Prevention costs less than Repair

Initial Additional Reviews Formal
Review (Author's Discretion) Inspection

e,
-~ =
I I
] ]
1 1
1 1
1 1
1 1
] ]
] ]
] ]
] ]
1 1
1 1
1 1
1 1
i '] i i i >
o¥% co¥ 100%
Rev a. Rev 1.0
( ) Completeness ( )
-
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Initial Review

Purpose:  Locating mistakes and tendencies that could lead to injecting
major defects if not corrected

When: As soon as the author has completed a small representative
portion of the specification, typically a few pages or 6oo-1z00
words (e.g. few requirements)

What Individual or small team (1or2)
* Expertise in the subject matter
+ Expertise in generic principles (such as requirements engineering,
design, specific language)
What: Detailed review of the specification against rules and checklists
for known errcr conditions and dangerous tendencies; formal
inspection may be used

Duration: Because the sample is small, the initial review takes only -z hr

The earlier it's reviewed, the more defects we can prevent

¥ SE Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 12%

Case: Early Inspection on Requirements

Large e-business application with 8 requirements authors

* Each sent the first 810 requirements of estimated

100 reguirements per author
(table format, about z requirements per page including all data)

= Initial reviews completed within a few hours of submission

« Authors integrated the suggestions and corrections, then
continued to work

« Some authors chose additional reviews
others did not

* Inspection performed on document to assess
final quality level

¥ SE Wil -5 8 Traireg - Ot ireslred i TR e ot - E oo - 00 b S
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¥
" .
Results
- »
Average major defects per reguirementin initial review 3
Average major defects per reguirementin final document 3
Time investment: 26 hr
+ 1z hours ininitial review (1.5 hrs per author)
+ About & hours in additional reviews
+ & hours in final inspection (z hrs, 2 checkers, plus prep and debrief)
Major defects prevented: 5 per requirementin ~750 total
Saved 5§ x 750 x 10 hr =37500 hr/ 3 =12500 x $50 = $625000
e
Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 12y
.

Why Early Inspection Works

* Many defects are repetitive and can be prevented

» Early review allows an author to get independent feedback on
individual tendencies and errors

» By applying early learning to the rest (~go%) of the writing
process, many defects are prevented before they occur

* Reducing rework in both the document under reviewand all
downstreamn derivative work products
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(Case: Test Cases

Atester writing successive test plans

* Early Inspection used on an existing project to improve
test plan quality

» Test plan nearly “complete™, so we simulated Early Inspection
* First round: inspected 6 randomly-selected test cases

» Author notes systemnatic defects in the results,
reworks the document accordingly (~3z2 hrs)

# Second round: inspected 6 more test cases:
quality vastly improved
» Test plan exits the process and goes into production

* The author goes on to write another test plan

=¥ SE Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 123
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Results

First round 6 major defects pertest case

Second round | o.5 major defects per test case

» Timeinvestment: z hours in initial review, 36 hours total
in final formal inspection, excluding rework
[zinspections, 4 hrz each, g checkers, plus preparation and debrief)
« Historically about 25% of all defects found by testing were closed as
“functions as designed”, still -4 hrs spent on each to find out
# This test plan yielded over 1100 software defects with only
1 defect (0.1 %) clozed as “functions as designed”

* Timesaved on the project: soo - 1000 hrs (25% X 1100 x 2-4 hrs )

Defect Prevention in action: First inspection of this tester’s

next test plan: 0.2 major defects per test case

=¥ SE Mol anan, - 55 Trai viteg - gt vsiicnteg. ol Bt bt et - E o - €00 bl 20 130
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Early Detection vs. Prevention

Denise Leigh {Sema group, UK), British Computer Soclety address, 19g2:

An eight-work-year development, delivered in five increments
over nine months for Sema Group (UK), found:

* 3542 defects through inspection

* gothrough testing

* and 35 (including enhancement requests jthrough product field use
After two evolutionary deliveries, unit testing of programs was
discontinued because it was no longer cost-effective

Mice job! Early detection has big benefits - BUT...

How many of the 351z defects found in end-ofline inspections could
have been completely prevented by Early Inspection?

Cost-effective defect prevention is the bottom line

%

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 13

«F

Outcome limitation of Extreme Inspection

The outcome is to determine ‘specification exit’
+ by measuring and estimating Major defect density

The outcome is MOT (zs with conventional inspection) to ‘clean up’ bad work

Many of conventions of Inspections are NOT necessary or desirable
Cnly need to focus on determining that the specification is exit-able or NOT

Mo need to getmaximum effectiveness

+ byalarge team or by using one hour per page or by locking at all pages

+ we can sampleinio-4o0 minutes and use one or z people

If a checker detects one or more Majors in a page, it is NOT exit-able

+ Because the estimated actual quantity of majors exceeds the Exit limit of
‘one per page’

+ |f finding lessthan one Major on 4 pages, exit may be economic

Economic is the key word

+ ‘We are trying to determine if it pays off to exit now

+ Or to rewrite the spec to a cleaner level now

Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el i
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True Measure of Inspection Progress

* The measure Inspection effectiveness is NOT
the quantity of Major defects found and fixed
* In fact we strongly recommend that this messure is well hidden from public view!

* The true measure is the average level of Major defects/Page

which we can consistently release

* Moving from zbout 1o0o Msjors/Pege down towsards sbout less than one per pege

* This cannot be achieved by finding znd fixing defects
(beczuse we cannot find 2 large percentage 2t 2ll)

* |t can only be achieved by motiveting writers to reduce defects actuslly injected
znd move them down towards one maximum injected/page

* Thizs iz the ‘individusl defectinjection learning rate’

* |ndividuzls seem capable of reducing their own defectinjection by about half for
ezch cycle of learning

* The measure of real progress is the defect density released

* This measure maost closely correlates with later statistics on guality and
productivity of projects.

= 4
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Example of Inspection Progress
Rew. # of # of Defects per |% Change
Defects | Pages Page (DPP) in DPP
0.3 312 31 10.06
0.5 209 44 4.75 -53%
0.6 247 60 4.12 -13%
0.7 114 33 3.45 -16%
0.8 45 38 1.18 -66%
1.0 10 45 0.22 -81%
Overall % change in DPP revision 0.3 to 1.0 -98%
= A
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SPC- Specification Quality Control

* Human defect removal by Inspectionsfreviews/SQC is

a hopeless cause: not worth it

» Spec QC can be used, in spite of imperfect effectiveness,

to accurately estimate major defect level density

» This measurementcan be used to motivate engineers to

dramatically (sox! over about 5 learning cycles) reduce
their defect insertion (rule violation)
to a practical exitlevel (like less than1 Major/page)

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 13%

Suggested SQC Policy

» All critical specifications will be measured for defects

s Defective work over the exit leveal,
will not be released for others to use

Mt - 58 Tra g - Ot irsslred i TRt e i ot - L oot - 0 b S 136
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Expectations: Exit

+ [f you apply numeric quality level exit conditions
you can expect:
« Drastic reduction of Major Defects

* Developers will bother to learn, and to apply correctly basic ‘rules’
(like “clear’, 'unambiguous")

» Each individual will have to experience a gradual process of learning
the ‘rules’

* Getting so® better each time they try to meet the exit level

{\.'_ A
Y SE Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 137
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Brainstorming Root Causes
» After an Inspection, Major defects are examined by the checking team,
half an hour sessions
+ Theyare looking at a colleagues work,
colleague is there (the source of defects: knowswhy)
» Selectone of a small group of recurrent types of defects, to work on: 10
in 30 minutes, 3 min each
* They brainstorm root causes (organizational, not personal)
+ Like: misleading training course information
* They brainstorm possible ‘cures’
+ Like: enhance slides, and tests to make the point clearer
* They may themselves, carry out the proposed changes and trythem to
see if theywork. Keep itsimple —prove concept works
« Successful changes are picked up at corporate quality level and
instituted more widely and more properly
3 A
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r Ty
Quick Learning
. Next
OK _Emt/ Phase /
Inspection
4 No Exit
g ( ; §7 Py
Entry 3 Inspection g Logging
3 lteration 2
u )
\ Rewrite “)
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Improving
the Effectiveness
of Reviews and Inspections
wiww.malotaux.nliconferences
wiww.malotaux.nl/booklets
wivww.malotaws.nllinspections
P
VL5
Niels Malotaux Earﬂur:ﬂaﬁégtaux
$31-655 753 604 niels@malotaux.nl www.malotaux.nl
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Inspections

Used in Various Ways

Mot - 56 vk - Optirsidg i ETRno v i ows o iergsinoioee - Eboey - (0 ok 2008 Ll

Case: Can you teach Inspections ?

Shortintro

s Areyou regularly reviewing ?

Let's doit: baseline
s Take a document
» Reproduce one page
* Do review
* Mo issues

One rule(‘source’)

« Many issues

Mt anan - 55 Trad vireg - Ol row'eg, i E R s et - £ b - €500 b 2 42
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-
Sorry.
Picture removed for confidentiality reasons
Datalog
function
improvement
e e
¥ SE Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 43
p
DesignlLog
* Incomputer, not loose notes, not in e-mails, not handwritten
+ Text
+ Drawings: =] )]
+ Onsubject order
+ |nitially free-format Chapter
Resquirement — What o achiewse
+ Forallto see )
1 2 2 Assumptions
» Al concepts contemnplated Questions + Answers
+ Requirement .
+ Assumptions : %
+ Questions )
+ Available technigues Design options
; Decition criteria
. Calcylatmns . Decision -3 mple —
+ Choices + reasoning: {how to achieve]
* Ifrejectediwhy? 0 [ TTTTTTTTTTTTTTTT o
. Ifchnsen:v.-'h}'? Mew date: change of idex
) ) Repeeat some of the abane L
* Rejected choices peaEen .
Decision — implementation spec
» Final (current)choices
. . Desi
* Implementation d gnlog
s ey
¥ SE Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el 144
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Results

* Mo code until DesignLog reviewed
* You're delaying my project !

+ Example

* Solution

* Thanks, you saved my project

* Now we can review to check the design before
implementation

* Did | do the same ?
» Telling people to change: resistance

*+ How to let people change themselves...

L J
';?r E Mhadicrtanan - 56 T - Oyl i Efknt e v ool ierpmiciores - Ebaoen. (6 ok 20k 4%
-
—
o)
Case: In the pub B
g
=,
lames:
Miels, this is Louises
Louise, this is Niels, who taught me about pe—
DesignLogging - Tell what happened
Louize:
* We had only 7 days to finish some software
* We were working hard, coding, testing, coding, testing
« James said we should stop coding and go back to the design
 MWe don't have time " - "We've only 7 days "
« James insisted
» We designed, found the problem, corrected it, cleaned up the mess
« [Donein less than 7 days
« Thank you!
& &
‘g'r E Mhadertinan -5 E Trai g - Ontvsbieg o Elk e o] s - ELhaoe - €31 by 00 144
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<

What James told me recently

+ | gave the design to two colleagues for review
» louise corrected some minorissues
« It wentinto a final’ review, with anothercolleague

« Based in his expertise, the solution was completely
reworked

« Actually, two features were delivered and deployed

» (One that was design and code reviewed had no issues after
deployment

» Other one, was the source of quite some defects
+ In summary, this success has proved instrumental
in buy-in for DesignLogs which are now
embedded in the development process

Wil anan. - 55 Traivireg) - Optrsicing e ENRnot v o eripsinoiioeees - L ooy - €300 ok 20riE 4
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Case: City of Amsterdam

* Canyou teach Inspections ?

» Using a tender document that was already 3 weeks late

(please can you come tomorrow ?)

» You'llditch the document after the course!
* Ha ha

» Of course they did

* The project was ditched a few weeks later
« Why?

* Saved a lot of tax-payers money

Mhacrtinan - 5E Trai v - Onptvstinog o Elbrt i o e - £ by - €30 by 008 144
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Make Documents
Reviewable

If not, they’re probably not very useful

Unambiguous, Clear to Test, ...

Mantra: "Where are the pictures?"

7
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-
Design example
47 pages documentation condensed into one page
. P Bk Oprsmen el ACE | e g
ommy ipn. o B - ol b E
|+ P A
YSE-TFIHIHIH‘E Aot -5 Trai v - Optisirg dor ElRnot i ol ieopsroionn - £ e - O b 300 151
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Design example
,+ A
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Fagan Inspections

http:llextras.springer.comfz002/978-3-642-5a413-7/¢/rom/pdf/Fagan hist.pdf

Madicstanan - 55 Traivsiteg - puislciogg dour Ellnt e el ienipainotion'es - E by - €01 b 208

p
. Fagan Gilky/Graham
Inspection .
Process L]
Steps i
LB |
f
L
L
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s et
Fingin Al
Fagan P hecking
dfan Frocess checkiiis
Steps
+ Ovearview team Communication/education
* Preparation individual Education
+ Inspection team Finding errors (no discussion)
* Rework author Resclving errors and problems
* Follow-up maoderator  Decision - analyse - process
What to look for in Inspection
Errors classified by type, ranked by frequency,
How to look for presence of errors (education!)
Analyse results for prevention
,:3 A
W Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 155
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Faga '
: L
Fagan Inspections ==
e
Cgremlii i
m
« Objective: finding errors i 4
* Bazed on publication in IBM Journal =TI
: : : I
* Emphasis on inspecting code
« If more than 5¥ reworked: 100% re-inspection
& |f lesz than 5% moderator decides
+ All modifications better be inspected (even 1 fine change)
+ Most defects found during the meeting
» Typical defect list obtained used for prevention
» Typical defect list obtained used for next inspection
* Learn how to look for defects
1 o
Y Mhacrtinan - 5E Trai v - Onptvstinog o Elbrt i o e - £ by - €30 by 008 156
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Purposes of Inspection

» Producing defect-free products with high productivity
* Reducetotal defectrework

* Reducetheschedule impact of defects
¢ Find defectsimmediately after injection

¢ Provide the author with the quickest feedback on defects,
how to recognize and avoid them in the future

o Without immediate feedback and learning, we will keep
making the same mistakes

Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 5¥

Fagan experiment

dﬁlgl'l —7/[1\v' code —7/[2\v' unit test —7/[3\v' test
rework _J rework _J rework _J

Productivity change by Inspections:
» Mo Inspection: 100% (baseline)
* l1only: 112% (g9/10 people can do the same)
# liand Iz 123% (8/10 people can do the zame)
* 13 had negative ROI, it was discarded

M_E. Fagan: Design and Codde Inspections to reduce arars in program develmment
IBM Systerrs Jourmal, Violis, Mo, #4576

Mhadcrtinan -5 £ Trai g - Onptvsbieg o Eht i o] e - £ o - €301 by 0k 158
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Perseveranceand results

+ | did notreceive much support

in fact, | was ridiculed, counselled and otherwise told to stop the
nensense and get on with the job of managing projects the way

everyone else was doing it

» Applied and executed as intended

it preduces significant improvements to the software

develepment process, including

* schedule and cost reduction

« productivity improvements

» fewer customer-reported defects

Mhadcstanan - 55 Trad vieg - Opuislcion? dowr Ellinct e el ienipminotion'es - E b ooy - (e 088

Prevention and knowledge building {ret Fagan)

A\

operatiom

tionz
fredh T

/ rework =

o~

* Fixprocess holes !
# Fix short term problems -
l=— analysis |—
* Preventiondata ¥
L HEﬁ'ﬂ"‘\._“'En"’ti"i:ﬂ"""’i"ld!tﬂ"li l

# Error prone modubes - ranked

» Error types distribution - ranked
# Wumber of errors/klod -

compared to dverage

+ Optimizing Inspection process
« What errors to look for

* Better ways to find each error
+ Detail error follow-up

# Frrorsfinspection-hour

+ LoC[hr Inspected

type

Mt - 58 Tra g - Ot irsslnted i TR0 i o' - e - €
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Cleanroom
Inspections

SE-TRAIMING  shuictanun <55 vk - Optisiiyg dw Elhrctrmriss ol iepsnoioes - Eblee- (0 ol 3018

Tor i i
Zernc-sécht
Cleanroom Software Development Fmgnlﬁmmmg

* Design (Mathematical proof)

+ Verification (review of design by others)

* Implementation
» Verification (review of code by others)
* No unit test

* Only Integration Test (by others)
(Testis Running Code)

» Verificationis for finding defects

s Testing is for not finding defects

SE-TRAIMING Suistmas - SE v - Opirslargy i £l v ki ol ierpsinoioetes - £k (508 ol 3048
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Cleanroom fundamentals
» Design principle
# Designers can and should produce systems free of defects
before testing
» Testing principle
* The purpose of testing is to measure quality
+ Main development model
* Incremental (Cleanroom)/ Evelutionary (Gilb)[ Cyclic (TSF) | Agile
+ Each increment is a working subset of the final product
+ Stable requirements for each increment
+ Mo eleventh hour integration
\‘:.'_ -~
W sE Mhadirtinan - 56 Trai vy - Optivsirng o Elkrct s o inpmoionns - 1 huows- €t ol 208 163
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Cleanroom Principles
* Incremental development
+ User verifiable increments
* Team organization
+ 3-8 people
* Formal methods of specification and design
+ Level of formalism varies even within project
* Intense review
+ Mathematical proof of correctness
+ Verifying individual control structures
* Mo unit test
+ Mot testing infinite number of paths, infinite combination of data
» Statistical testing as reliability measurement
+ Testing is not suitable for bug-hunting
-3 4
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Cleanroom Inspections

The purpose of Inspection is to eli ﬂihakéliféﬂS '
e . EN

Exit criterion for design:

* One design staterment materializes as 3 to 10 code statements

Checklists of typical errors we make
« Listed in order of frequency @

o

Mo Unit Test- Developer does not ‘try’ software !

Testing:
* Finding as many of the remaining defects as possible

* Too many errors discovered
— previous steps are not being done properly
— redo previous steps (do not “repair™)

<

Mo anay - 56 Traivireg - Optisicrgg o BNk vieiis o ieripsinoisoee - £l loey - (30 ok 20 4%

Cleanroom: ‘Slowest reviewer sets the pace’

* Wrong: Does anyone consider this incorrect?

(dreamers won't answer)

» Better: Does everybody agree that this is correct?

(attention is required)

¢ Ateam does not consider a verification condition
proven until the slowest person to respond
has expressed agreement

It is important to resist taking shortcuts here

<
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Cleanroom benefits

* Short developmentcycles
s Zero failuresin field use

* Long productlife

Quality costs less

Malistanan - SE Traf g - Ot thar Ellot it e epsotions - ot - (it b0 167

Getting stuck somewhere?

Getting stuck in implementation? Back to the design !

Designing
(thinking)

Implementing

(doing)

Getting stuckin Inspection? Back to the design'!

Getting stuck in Testing? Back to the design !

Why do we get stuck ?

Root cause analysis !

Mt - 56 T g - (0 ey i E ot et e et - 05 o 00 i e 164
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Testing in Cleanroom

* Testing is an important part of the process, but it is done only after
verification (by Inspection) is successfully completed
» Testing is done:
+ Primarily to measure quality
+ Secondarily to find defects that escaped detection during verification
* Mumber of bugs per thousand lines of code <10 after verification,
compilation and syntax checking

» Verygood teams produce 2.3 defects per kLoC and reject code with
4 or 5 defects per kLoC
* Mo attempt is done to try to salvage rejected code by debugging
+ The code issent back to the developers to be rewritten and reverified
+ Thenitis tested asa completely new product

* Llsage based testing - statistical testing

* Risk based testing - high risk, low probability will still be checked !

3 g
,f E Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 169
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Statistical
] Statistical statistically
Testing experiment e " selection “‘“*-\‘
population sample
\__‘ scientifically 7__/_//
qeed a\s0 g raiz
gl - eneralization
o orms ©f tes ;
ther
Statistical ’-‘"d'::" .
software Beneration ol
test cases
testing //F _“_\\
operational test cases
use
.--"""'-Hr'
usage models of \\__gqn:rallzatlunﬂf’__/
all possible uses and conclusions fram
their probability of testing to field
gCCurTence
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Rules for Code

Mot <58 T - Optisirg d Elhrct i ol ienpnoioes - Eb e (fteber 3018

7

Tick the Code Rule Set (Miska Hiltunen, zoao7)
Extra baggage rules

DEAD Avoid unreachable code

DRY A comment must not repeat code

INTENT A comment must either describe the intent of
the code or summarize it

ONE Each line shall contain at most one statement

UNIQUE Code fragments must be unique

Nt anan - 515 Trad veg) - gl oo, i i o it it - L b - €500 b el 72
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Tick the Code Rule Set (Miska Hiltunen, zoo7)

Missing info rules

DEFAULT A ‘switch’ must always have a ‘default’ clause
ELSE An ‘i’ always has an ‘else’

MAGIC Do not hardcode values

PTHESES Parenthesize amply

TAG Forbidden: marker comments

ACCESS  Variables must have access routines

HIDE Directaccess to global and membervariables is
forbidden
{\.'_ -
s 5E Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 73
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Tick the Code Rule Set (Miska Hiltunen, zo07)

Chaos-inducers

CALL Call subroutines where feasible

NAME Bad names make code bad

RETURN Each routine shall contain exactly one ‘return’
SIMPLE  Code must be simple

FAR Keeprelated actions together

DEEP Avoid deepnasting

FOCUS  Aroutine shall do one and only one thing

wl¥ OE Wt nan - 58 Tras cng - Ot islned ol ot s o e it - [ B e - 2000 it 2a0rE S Ir4
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Tick the Code Rule Set (Miska Hiltunen, zoo7)

Risky assumptions
CHECK-IN  Each routine shall checkits input data

MEVERNULL Neveraccessa ‘NULL' pointer or reference

o

MULL Setfreed orinvalid pointers to ‘NULL’
CONST+*'  Put constants on the left side in comparisons
ZEROD MNever divide by zero
PLOCAL Meverreturn a reference or pointer to local data
ARRAY Array accessesshall be within the array
VERIFY Setter must checkthe value for validity
M, e
.._h'r E Wit anan - 5 Trad ving) - Ot isirgg dme ENRno e o iepsinoiioee - £ ooy - €300 ok 20 e ]
' ™
Tick the Code SDEEd (Miska Hiltunen, zoao7)
Rule Call | cCheck-in | Dead Deep | Default Dry Else
Ticks/hr 46 &2 45 76 n 53 322
Rule Hide Magic | MName | NeverMull | Tag Unique
Ticks/hr 186 516 93 90 18 20
* Average number of ticks found per hourper rule
» Software developers could find this many violationsin
one hourin the code they produce
» 144 developers checked for 108hto create the data
o -
.._Hr E W anan - 55 Trd v - Ol e i B i o et - 5 o - €00 b 2t T4
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Draft Rule SetforJava (Sybren Stiivel, 2007)

SIMPLE Code should be as simple as possible, but notsimpler

DOCUMENT  Documentation should be such thata developer
whao's unfamiliarwith the code can still understand
the reasoning behind it

CORRECT Maming and documentation must be correct
CONDITIONAL Core functionality of amethod should be outside any
CORE conditional block

EARLY Return assoon asyou can from a method. Assigning to
RETURM a temporary variable and returning that variable

usually resultsin overly complex code

EXCEPTIONS  Use exceptionsto signal an error condition
Don'treturn null to signify an error

o] »

W se Wit -5 E Traiving - Optivsilrgg do Elkrcthmiriis ol s, - o - (0 ok 2088 EE
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Draft Rule SetforJava (Sybren Stiivel, 2007)
REUSE Use common library functions where applicable

At least take alook at StringUtils and ListUtils (5pring
framework) and ArrayUtils (Apache Commons)
Use XStream for parsing and generating XML

EQUALS To compare objects use their equals method

MAGIC Define constantsinone place, and use them

REFER Use [@see and @link inJavaDoc to refer readers to
relevant otherlocations

READABLE Ensurethe code is easily readable

SEMSIBLE Test values should be sensible

TEST VALUES

EARLY JAVADOC Write a method's JavaDoc before writing
actual code. This gives a method its scope

REVIEW TESTS  Start by reviewing the unittests

‘g'r E Mhadertinan -5 E Trai g - Ontvsbieg o Elk e o] s - ELhaoe - €31 by 00 i)
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MISRAC

MISRA: Motor Industry Software Reliability Association
MISRA C (1998)has 127 rules

Providing a set of guidelines to restrict features in the |50 C
language of known undefined or otherwise dangerous
behaviour

Of these, g3 are required and the remaining 34 are advisory
+ Rule 104 (required): Non-constant pointers to functions shall not be used

o

| Version | Rules | Sections | Pages |
MISRA C 1998 127 17 G0
MISRA C 2004 141 21 111
YJ E-T Wit anan - 5 Trad v - Optisilcigg i EIRnol e o Ienpsnoioess - £ o - C01 ok 20iE 3
' ™
MISRA C
Rule 5g (required): The statementforming the body of an
"if", "else if", "else", "while", "do ... while", or "for"
statement shall always be enclosed in braces
if (= == 0)
{
y = 10; RENESAS
z = 0;
}
else
y = 207 MISRA C Rule Chacker
_ SaMlint V.1.03
z = 1:- Wser's Marval
Add-in to Reneasa” compilern
B ey
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o = d:
if (o=d)
{

a[i] = ++i; happensonce in every 7,000 linesin C

Put on checklist

MISRA C
if (x = ¥)
Rule 33 (required): ‘
. \ doSomethir = 1:
The righthand side of a ,_D JmeERang
"&&" or"||" operator clse if (*p++ == z)
shall not contain side effects {
doSomething = 1;
if ((x==y) || (*p++ == 2)) )
{
f* do something */ if (doSomething)
1 {
f* do something */
1_.r.- E Mhadirtinan -5 £ Traiving - Optivsirgg o Elkrcthmriis ol ierpsroionss - b - (0 ok 208 1 .
'S Ny
MISRA C

Metor Industry Software Rehzbility Assocdation
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What is Quality ?

it - 56 Tty - Oyl i ENkrt it s o e - Ebihaow. (b 20 LE

What is Quality ?

| know it whenlseeit...?

Shouldbe predictable beforeit is there

Should be measurablewhetherit is there

* But..
ultimately they mustlike it when they seeit

Mhacrtinan - 5E Trai v - Onptvstinog o Elbrt i o e - £ by - €30 by 008 144
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Does quality cost more?

quality

benefit is
+ The costisnmotin the quality

* The costisin the non-guality

The right quallty costs less
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* Quality comes not from inspection (Verification & Validation),
but from improvement of the production process
* Inspection does notimprove quality, nor guarantee quality
* [t'stoo late
* The quality, good or bad, is already in the product
* You cannot inspect qualityinto a product
— People who do the work put the quality in, good or bad
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The Absolutes of
Cruality Management

Absolutes of Quality

* Conformance to requirements

* Obtained through prevention
# Performance standardis zero defects

* Measuredby the price of non-conformance [PON C}
Philip Crosby, 1970

+ The purposeis customer success (not customer satisfaction)

Added by Philip Crosby Associates, zoo4

U -
E

W SE-TRAINING saictaus 55 Traiviogg - i e Ellectiwrruss ol oepercions - £ b Qctoberaod

147

i ™
What is Zero Defects | « wearen't perfect,
. but the customer shouldn't find out
» Zero Defects isan asymptote | * What we deliver simply works |
i * Know what simply works means !
+ 5
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=z | Zero Defects
= i = no hassle
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0 Zerc defects *  tme >
* When Philip Crosby started with Zero Defects in 1961,
errors dropped by 4o0% almost immediately
* AQL > Zeroc means that the organization has settled
on a level of incompetence
* (Causing a hassle other people have to live with
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Is Zero Defects possible ?

* Aslongas we think Zero Defects is impossible,
we will keep producing defects

* From now on, we don't want to make mistakes any more
+ We feel the failure (no pain - no gain)

¢ [fwe deliver a result, we are sure it is OK and we’ll be
highly surprised when there provesto be a defect after all

* We do what we can to improve (continuous improvement)
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N R Malotaux - Consultancy
tel +49-5632 922 5132
mob +31-655 753 604

niels@malotaux.nl
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